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Transform Your Security Landscape with Calian MXDR Offer

Offer Details

* Migrate to Microsoft Sentinel at no cost (Calian investment)
« 24/7 SOC, 24/7 MXDR

Sign-Up Incentives

« 1 Year of SOC + MXDR*: Select 1 value-added service at no cost

*» 2 Years of SOC+ MXDR*: Select 2 value-added services at no cost

« 3 Years of SOC + MXDR*: Receive 3 value-added services OR 20 hours of
Incident response retainer**

Value-Added Services
(at no cost, according to the sign-up incentive tier)

Incident response planning

Incident response playbook

Tabletop exercise

20 hours of incident response retainer* (only for 3+ years), expires in 12
months, and can be utilized for consulting services.
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Terms and Conditions

* Upon sizing and evaluating your environment,
we will provide you with comprehensive budget
for 1, 2 and 3 years of SOC+MXDR services.

** Customers are only eligible to select incident
response retainer hours as value-added
services with 3-year options and they cannot be
combined with any other value services.

All value-added services are to be utilized in the first
12 months of signing the contract. Any services not
utilized or requested by the customer within twelve
(12) months from the date of contract execution
shall be deemed expired and forfeited.



entinel Integrations
rchitecture
lagram

PRt
CALIAN

Confidente Engineerad

L

- Newn

Meraki

FS Networks RG-9
AP
AT

Vibware vCanter
Urix (Without Internet
Accen)

Fortigate Security Gateway

Abarmal KONA
Nozomi

Sysiog via AMA
VOP/TCP 334

Lvwnt Forward
TOP 55435
WM fegured

CUF v AMA
VoeTCPS1e

Microsoft URLs need 10
be alowed
Oheck the imtructions

oz
-
azpm

Unux Sefver
On-premae
e [madles
20060 2o age
(v
8Ly

arms
arse
Windows Server
On-preenses
Arc Enabled
JO00L Stov age
SO
L

CRent Subscription

LN

Function Appn

f‘;]I T3 meegration
\ ) nOdent Reiponie
Logic Apps - Mare
Autormations

.

Q

—_—
Storage Accounts

Sracriglon
Oedoarded to
Calan'y Lghthoune

b Callan"s Teranmt

A ©

Arure Lighthouse




Our Methodology & Approach

Setup Threat Detection &
Incident Response

Dashboard
& Reporting

Continuous
Improvement

Maintenance
& Updates

» Refine detection

* Real-time

» Use advanced

* Assess and

* Regular system

optimize the
current Microsoft
Sentinel setup

Manage data
Ingestion, log
health and update
data connectors

analytics and Al for
proactive threat
detection

Prioritize and
escalate incidents
for fast
containment and

dashboards for
visibility into
security operations

Customized reports
to meet specific
customer
requirements

updates and tuning
to ensure optimal
performance

« Align

configurations with
compliance
standards (e.g.,

rules, incident
response, and add
new threat
intelligence as
needed

resolution GDPR, PCI-DSS)
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Why Calian SOC & MXDR Services Powered by Microsoft Sentinel

Unmatched Incident Response Speed

Rapid, Reliable Incident Handling: Minimize downtime and risk with our
industry-leading response times.

Proactive Threat Hunting

Advanced Threat Intelligence: Stay ahead of threats with our cutting-edge,
proactive approach.

Standardized Investigation Protocols

Refined Playbooks: Ensure thorough and efficient investigations with our
mature, standardized processes.

Al-Driven Threat Detection

Superior Accuracy: Leverage Al and machine learning for faster, more precise
threat detection.

Efficient Incident Management

Streamlined Operations: Maximize efficiency with our seamless, automated
and manual incident management.

Comprehensive Visibility

Holistic Monitoring: Gain unparalleled end-to-end visibility across all
environments.
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¢ Engineered

Custom SOAR Playbooks

Optimized Response: Automate routine tasks for faster, error-free incident
response workflows.
Real-Time Threat Intelligence

Up-to-Date Defences: Enhance detection and mitigation with real-time
integrated threat intelligence.

Al-Powered Data Analysis

Rapid Neutralization: Quickly detect and neutralize threats with Al-driven data
analysis.

Collaborative Response Tools

Real-Time Coordination: Foster faster, more coordinated responses with
integrated collaboration platforms.

Certified SOC Team

Expert Protection: Benefit from our highly experienced, certified SOC team for
best-in-class security.
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