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SOC-as-a-Service

Modern multifunction SOC-as-a-Service for 360° coverage

Calian’s security operations centre (SOC) easily scales to meet your cybersecurity needs, including risk
and compliance, which are pivotal in your decision to build internally or partner with a provider.

Calian’s ability to be technology agnostic gives you the necessary level of protection within the perimeter
andin hosted and cloud environments. We have the flexibility, manpower and expertise to work with your
IT and security leaders to define, build and manage areliable 24x7x365 modern SOC that alerts you of
every type of threat.

Calian SOC with Microsoft SIEM

Our SOC monitors and correlates real-time security events
by leveraging various sources to detect events and enhance
incident response. The ability to ingest and capture alllogs
ina customer’s environment allows for better detection
andinvestigation during anincident.
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As a trusted Microsoft partner, we understand best
practices and can design and customize a solution that

fits your needs. At the core of this SOC is Microsoft Sentinel,
amodern cybersecurity SIEM solution that uses cloud and
Alto detect cyberthreats before theyimpact your business.
We’re ready to help with assessments, migrations, hunting
expertise, incident response or managed security services.
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XDR - the perfect partner

The Calian SOC team leverages XDR’s function and
capabilities as a part of the overall cybersecurity
architecture. Inaddition to processing traditional log
sources andresponding to alerts and notifications, we
use automation and customized playbooks to respond
and take action based on scenarios specific to each
customer’s environment. This helps to alleviate the
day-to-day pressures on security teams, allowing
them to focus on high-priority issues and events.

A SOC must provide ongoing, real-time visibility

and coverage into all points of entry ina customer’s
environment and infrastructure. Calian’s unique approach
enables thatlevel of coverage and assurance.

The dark web myth

The dark web is known as a source for cyberattack tools,
hackers for hire and instructions on how to carry out
abreach. However, we believe that cybercrime pervades
all areas of the internet, and that malicious actors may

be closerthanyouimagine. As part of our extended
monitoring within our SOCaa$, Calian monitors and
combats cybercriminal activity all over the internet,
notjust onthe dark web. Calianleverages the full power
of cyberthreatintelligence and digital risk protection to
monitor cybercrime whereveritis—on the surface, deep
or dark web—providing comprehensive protection against
malicious activities in every area of the internet.
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Consulting and
ransomware simulation

As part of our cyber consulting, Calian provides
assessments and penetration testing to expose
security gaps and non-compliance in a customer’s

SOC environment. There are four critical areas the Calian
cyber consulting team uses to assess an organization’s
controls and maturity.
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Why Calian for your SOC?

SOCaaSis asolution forenterprise organizations

who requires a partner to be lock-step with their risk
mitigation goals and the cyber challenges that demand
the daily monitoring and attention. Calian’s SOCaaSis a
valuable solution for organizations looking to bolster their
cybersecurity efforts while controlling costs, benefiting
from 24x7x365 monitoring and expert support, and
meeting regulatory compliance requirements. The Calian
SOCaaS allows organizations to focus on their core
business while leaving the complexities of security

in the hands of our certified experts.

Calian® helps people communicate, innovate, learn and lead safe and healthy lives. Every day, our team
embodies our core principles of unwavering customer commitment, integrity, innovation, respect and
teamwork, to engineer reliable solutions that solve complex challenges. That’s Confidence. Engineered.

We are a growing company headquartered in Ottawa with offices and projects spanning North American,

European and international markets with a focus oninnovative healthcare, communications, learning and

cybersecurity solutions.
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